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Introduction

Over the past few decades, more and more information has been stored in electronic format and processed by computers.  Documents and files that once existed only in hard copy are now available electronically.  The type of information stored varies between government and commercial organizations, but the need for security is common to both.  One of the major security concerns faced by everyone is unauthorized access to data.  There are many ways that data can be compromised.  These include things like viruses, Trojan horses, and worms.  One often overlooked security threat is covert channels.  Due to the recent flood of other security threats, security analysts are not as concerned with covert channels now as they were 10 or 15 years ago.  This paper investigates the state of the practice for covert channels.  The primary objective of our study is to provide a thorough literature search regarding all aspects of covert channels.  

This document provides an overview of the current state of practice for covert channels.  We focus on the main areas associated with the study of covert channels.  The topics covered are:

· History of Secret Communication

· The Evolution of the definition of Covert Channel

· Security Models

· Examples of Covert Channels 

· Covert Channel Analysis

· Performance Measures

· Software Practice

This guide contains eight chapters, a conclusion, and a bibliography.  Chapter 2 provides a historical timeline on secret communication in general and covert channels in particular.  Chapter 3 reviews the evolution of covert channel definitions.  Chapter 4 presents the basic terminology for access control and discusses various security models that will provide the basis for covert channel analysis.  Chapter 5 provides covert channel examples in various categories with detailed specifications and their implementations.  Chapter 6 discusses various covert channel analysis techniques to identify and combat covert channels.  Chapter 7 discusses covert channel performance, types of countermeasures, and the impact of countermeasures on the system.  Chapter 8 explores software practices employed to prevent covert channels in programs.  The bibliography lists the references cited in this document.  We provide additional related references for further reading at the end of selected chapters.
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