Information Assurance Group: Meeting Minutes
Indiana University of Pennsylvania

Date:
Tuesday, October 4™ 2005

Time:
6:00 PM —-7:00 PM

Location:
Cybersecurity Lab, Stright Hall Room 107a

Attendance:
Nick Waynik, President
Anthony Rocchio, Vice-President
Kati Reiland, Secretary
Dr. Soundararajan Ezekiel, Faculty Advisor

Members:

Pat Mcllroy, Tabitha Jacoby, Franklin Tinsley, Matt McMullen, Lonnie Scales, Dr. Oblitey,
Gary Greenwood, David Gill, Shafquat Husain, Wee Heng Chu, Jenna Lutton, Eng Tat Won,
Scott Jit-Khang Tan, Edward Pavlosky, Nick DiBueno, Ben Madore, Mark Walters, Casey
Shaffer, Joe Flynn, Ken Estes, Bob Trimble

Proceedings:

* Announcements and Introduction — N. Waynik and Dr. Ezekiel
* Presentation — N. Waynik
o SQL Injection Lab
= He talked a little about how an SQL injection attack works against a
website that implements a database.
= The group spent the hour attempting to break into the SQL website that
Nick set up. The techniques allowed were only those using SQL injection
and the available input fields in the web pages.
= The object was the first gain access as a user, then to gain access as an
administrator and retrieve a list of the users.
» Discussion of next meeting and closing announcements.

Next Meeting:

Tuesday, October 11", 2005 at 6:00 PM
Presentation by Jason Gruber and Jenna Lutton on Biometrics.



